F Office of the President
.‘(G..[.J' University Policy

FLORIDA

ATLANTIC
UNIVERSITY
SUBJECT: Effective Date: Policy Number:
RESPONSIBLE USE OF 5-31-11 12.3
DATA ACCESS Amended: 4-15-19
Supersedes: Page Of
New 1 3
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APPLICABILITY/ACCOUNTABILITY:

This policy is applicable to all employees, students, volunteers and contractors of the University
with access to University Data.

DEFINITIONS:

University Data: Any information maintained by the University or information to which a
University constituent is provided access based on the constituent’s University status.

POLICY STATEMENT:
I. POLICY

Florida Atlantic University grants persons or entities access to certain University Data in order to
support the educational and research objectives of the University. For those granted access to
University Data, such data should only be used for the limited purpose for which access was
given and should not be used for personal or commercial use or shared with other persons or
entities unless in furtherance of job responsibilities or in response to a public records request
coordinated through the Office of University Communications. Moreover, use and access must
be in compliance with applicable federal, state, and local laws and regulations and all University
regulations and policies, specifically including without limitation those pertaining to the privacy of
student records. University Data may also be subject to written non-disclosure agreements.

An individual may not directly modify any data in his or her own personnel or student records or
those of relatives stored in electronic databases maintained by the University except through the
general employee or student portions of MyFAU or similar systems. In cases where an
individual’s job requires that the individual make changes to his or her record or the record of a



relative, that individual will request that another authorized individual make the required
modifications on his or her behalf, and will not make the change him- or herself. This restriction
does not apply to systems that are deemed to be testing/development environments or that do
not hold official University information, or to record modifications that are part of a routine
automated process.

With regards to University Data, individuals shall not:

Share with any other person any password or account secret granted solely to them;

Permit any other person to use accounts granted to them

Permit unauthorized use

Seek personal benefit from use or access

Disclose the contents except in the conduct of assigned duties

Knowingly include a false, inaccurate, or misleading entry in any official record,

report, or file

Knowingly destroy or alter information, except as expressly authorized

e Remove from the office where it is maintained, except in the performance of their
assigned duties

e Cause, encourage or assist another person in violating these restrictions.

1. CONFIDENTIALITY AND WHISTLEBLOWER PROTECTIONS

If an individual suspects that someone is violating this policy, that individual has the
responsibility to report the violation to his or her supervisor. Individuals reporting violations are
protected from repercussions arising from the reporting of the violation by whistleblower
protections under Florida Statute 112.3187.

. SANCTIONS

Violations of these policies described herein by an employee or student are grounds for
disciplinary action up to and including termination or expulsion in accordance with applicable
University and the Florida Board of Governors regulations and/or collective bargaining
agreements. Such disciplinary actions may also include reprimand or suspension. Violations of
these policies by volunteers or contractors are grounds for terminating their access rights and
other appropriate sanctions.

Disciplinary or other action taken by the University does not preclude the possibility of criminal
actions against an individual violating this policy. The filing of criminal charges similarly does not
preclude action by the University.

IV. RELATED INFORMATION
Additional guidance concerning access and use of University data can be found in University

Policy 1.9 (Fraud), University Policy 5.6 (Identity Theft Prevention Program), and University
Requlation 4.008 (Access to Student Records).

INITIATING AUTHORITY: Associate Provost and Chief Information Officer, Office of
Information Technology


http://www.fau.edu/policies/files/1.9%20Fraud.pdf
http://www.fau.edu/policies/files/1.9%20Fraud.pdf
http://www.fau.edu/policies/files/5.6%20Identity%20Theft%20Prevention%20Program.pdf
http://www.fau.edu/regulations/chapter4/Reg%204.008%203-2014.pdf
http://www.fau.edu/regulations/chapter4/Reg%204.008%203-2014.pdf
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