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ABSTRACT OF DISSERTATION

To address the increased interest in crypto hardware accelerators due to performance and efficiency concerns, implementing hardware architectures
of different public-key cryptosystems has drawn growing attention. Pure hardware methodology enhances architecture's performance over a
hardware/software co-design scheme at the cost of a more extended design cycle, reducing the flexibility, and demands customized data paths for
different protocol-level operations. However, using pure hardware architecture makes the design smaller, faster, and more efficient. This dissertation
mainly focuses on designing crypto accelerators that can be used in embedded systems and Internet-of-Things (IoT) devices where performance and
efficiency are critical as a hardware accelerator to offload computations from the microcontroller units (MCU). In particular, our objective is to create
a system-on-chip (SoC) crypto-accelerator with an MCU that achieves high area-time efficiency. Our implementation can also be integrated as an off-
chip solution; however, other criteria, such as performance, are often as important or more important than efficiency in the external crypto-chip
design. Not only does our architecture inherently provide protection against timing and simple power analysis (SPA) attacks, but also some advanced
security mechanisms to avoid differential power analysis (DPA) attacks are included, which is missing in the literature. Specifically, this dissertation
presents (i) several design strategies to port recent standardized elliptic curve cryptography (ECC) based key exchange protocols and digital signature
algorithms (DSA) to various platforms considering different design goals (i.e., time-constrained, area-constrained, and area-time trade-off
applications) using a precise schedule corresponding to each architecture, (ii) different monolithic hardware implementations to accelerate lattice-
based post-quantum cryptography (PQC), and (iii) several effective countermeasures to make our designed cryptosystems (e.g., from both
algorithmic and implementation points of view) more secure against side-channel analysis (SCA) information leakage attacks.
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