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ABSTRACT OF DISSERTATION 
Selected Applications of MPC 
Secure multiparty computation (secure MPC) is a computational paradigm that enables a group of parties to evaluate a public function on their 
private data without revealing the data (i.e., by preserving the privacy of their data). This computational approach, sometimes also referred to as 
secure function evaluation (SFE) and privacy-preserving computation, has attracted significant attention in the last couple of decades. It has been 
studied in different application domains, including in privacy-preserving data mining and machine learning, secure signal processing, secure genome 
analysis, sealed-bid auctions, etc. There are different approaches for realizing secure MPC. Some commonly used approaches include secret sharing 
schemes, Yao’s garbled circuits, and homomorphic encryption techniques. 
The main focus of this dissertation is to further investigate secure multiparty computation as an appealing area of research and to study its 
applications in different domains. We specifically focus on secure multiparty computation based on secret sharing and fully homomorphic encryption 
(FHE) schemes. We review the important theoretical foundations of these approaches and provide some novel applications for each of them. For the 
fully homomorphic encryption (FHE) part, we mainly focus on FHE schemes based on the LWE or RLWE problem. Particularly, we provide a C++ 
implementation for the ring variant of a third generation FHE scheme called the approximate eigenvector method (a.k.a., the GSW scheme). We then 
propose some novel approaches for homomorphic evaluation of common functionalities based on the implemented (R)LWE and RGSW schemes. We 
specifically present some constructions for homomorphic computation of pseudorandom functions (PRFs). For secure computation based on secret 
sharing, we provide some novel protocols for secure trust evaluation (STE). Our proposed STE techniques enable the parties in trust and reputation 
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systems (TRS) to securely assess their trust values in each other while they keep their input trust values private. We would like to remark that trust 
and reputation are social mechanisms which can be considered as soft security measures that complement hard security measures (e.g., 
cryptographic and secure multiparty computation techniques). 
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