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ABSTRACT OF DISSERTATION 
Machine Learning Algorithms for Predicting Botnet Attacks in IoT Networks 
The proliferation of Internet of Things (IoT) devices in various networks is being matched by an increase in related cybersecurity risks. To help 
counter these risks, big datasets such as Bot-IoT were designed to train machine learning algorithms on network-based intrusion detection for IoT 
devices. From a binary classification perspective, there is a high-class imbalance in Bot-IoT between each of the attack categories and the normal 
category, and also between the combined attack categories and the normal category. Within the scope of predicting botnet attacks in IoT 
networks, this dissertation demonstrates the usefulness and efficiency of novel machine learning methods, such as an easy-to-classify method and 
a unique set of ensemble feature selection techniques.  Apart from this work, there are no published studies that focus solely on the individual Bot-
IoT categories of attack, namely, Denial-of-Service (DoS), Distributed Denial-of-Service (DDoS), Reconnaissance, and Information Theft attacks.  
Since resources and services become inaccessible during DoS and DDoS attacks, this interruption is costly to an organization in terms of both time 
and money. Reconnaissance attacks often signify the first stage of a cyberattack and preventing them from occurring usually means the end of the 
intended cyberattack. Information Theft attacks not only erode consumer confidence but may also compromise intellectual property and national 
security. For the experiment with DoS and DDoS, all the ensemble feature selection techniques, when compared to using no feature selection 
approach, led to an improvement in performance. Regarding the Reconnaissance experiment, only one of the ensemble feature selection 
techniques proved to be better than using no feature selection method. In relation to the Information Theft experiment, the ensemble feature 
selection techniques did not affect performance, positively or negatively. However, the ensemble feature selection approach is recommended 
because feature reduction eases computational burden and may provide clarity through improved data visualization. For the full Bot-IoT big 
dataset, an explainable machine learning approach was taken using the Decision Tree classifier. An easy-to-learn Decision Tree model for predicting 
attacks was obtained with only three features, which is a significant result for big data. 
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